**What is known?**•Data management is a crucial aspect of healthcare innovations. Clinical data provide a holistic and collaborative understanding of the clinical condition, and the management of patient care.•Implementations and deployments of electronic medical records have been vast, particularly in developed countries. The electronic medical record, however, can be thought of as a repository of patient data. Human cognitive perception is still needed to provide meaning to the data stored in the electronic records.

**What is new?**•Content management systems can be used when storing synthesized data based on human understanding. Focusing on transforming these stored electronic clinical data into information, knowledge and wisdom is part of data utilization to provide safe and effective patient care.

1. Nurse and the EHR {#sec1}
====================

The evolution of the profession of nursing does not only depend on how nursing as a science evolves, but how interrelated or interdependent fields of study progress as well. Nurses owe their knowledge in pathology and physiology from discoveries made by scientists in the medical sciences, and from nurses engaged in the field of pathophysiological research, as with those nurse scientists working in the areas of symptoms management, diabetes management and genetic research. The expansion in the knowledgebase in computer, information and cognitive sciences paved the way for nursing informatics to be realized as a crucial field for nurses, either as fundamental tool for beginning nurses or as a specialty field for nurse informaticians.

The electronic health record (EHR) is a product of interdepartmental and interdisciplinary collaboration to address a common concern in the healthcare industry - how to store, retrieve and manipulate patient data in a secured and collaborative environment. There are glaring differences between fully implementing a basic EHR compared to no implementation or not fully implemented. In a setting where there is no basic EHR or if the EHR is not fully implemented, vital patient information tend to get lost during change of shift reports. There is greater possibility that patient safety and quality of care could be compromised. Nurses were also found not confident enough in assessing patient's readiness for discharge. In places where there is full implementation of basic EHR, there was enhanced or more efficient nursing care, and better coordination of care and patient safety \[[@bib1]\].

Aside from storing clinical information for later retrieval, current electronic medical records have add-on features. An integrated clinical decision support system (CDSS) based on intuitive data entry forms could allow data input parameters to be patterned based on the CDSS architecture to address both acute and chronic health conditions \[[@bib2]\]. Patient access to personal health record (PHR) is crucial, and some EHR integrate PHR within their system. Among the three configurations of a PHR - standalone, tethered, integrated - researchers have found that only the integrated approach has the true transformative potential when it comes to patients being able to manage their own health. Having a PHR module within the EHR improves the quality and portability of patient information; enables real-time communication between patient and provider; and improves patient knowledge on health \[[@bib3]\]. Content templating, such as physician progress and unit reports, may be available in some EHR's. These templating modules assist healthcare providers in accessing pertinent information that is vital to provision of patient care.

The impact of EHR integration in the hospital system is a significant one, particularly to nurses caring for patients at the bedside. There was a change on how nurses spent time in certain activities, such as the amount of time interacting with computers; though the impact was uniformly dispersed among other activities. The duration and frequency of activities done by nurses were not adversely changed by the introduction of additional healthcare innovations. There was also no significant change in the time spent by nurses with their patients, verbally interacting with them, as the nurses try to integrate the change in workflow to accommodate health information systems in their normal routine \[[@bib4]\]. This says a great deal about the flexibility of nurses when it comes to adapting to changes in the workflow system. By balancing their use of computers and patient care, nurses could reap the benefit of the integration of health information technology into the field of healthcare.

The design of clinical systems should address particular workflow and must be done on a continuous and iterative approach based on identified needs. A crucial module in any electronic health record system is the computerized provider order entry or *CPOE*. Benefits of *CPOE* include readable and understandable physician orders, the ability of systems to be accessed remotely, and reduced order turnaround times \[[@bib5]\]. A study conducted revealed the *CPOE* can affect clinical work. It can cause interaction difficulties between computer systems and users. It can cause changes in the dynamics of clinical workflow. It may also address only a subcomponent of the totality of the workflow for various clinical personnel. *CPOE* modules may diminish awareness of the clinical situation. And lastly, in terms of organizational operation, a poorly designed *CPOE* could ultimately mirror the quality of internal policies and procedures \[[@bib6]\].

Health information systems (HIS) are information technology systems applied to healthcare with four crucial functions: (1) to generate data, (2) to compile or aggregate data, (3) to analyze and synthesize data, and (4) to communicate and use data \[[@bib7]\]. Healthcare institutions use HIS's in gathering, synthesizing and storing data, and in the exchange of information in the decision-making phase at various sectors of healthcare service to promote quality \[[@bib8]\]. These systems are built to streamline the workflow processes in the hospital or any healthcare setting.

A crucial element in the success of HIS implementation is acceptance by users, particularly nurses. No matter how advanced the system is or its associated modules or peripherals, if there is poor acceptance by users, problems in usability can occur. Education and training play a vital role in introducing new information systems to frontline personnel. Before, during and after HIS go-live implementation, nurse informaticians have the role of assisting nurses assimilate into the new workflow environment, and to gather necessary feedbacks to help improve the overall EHR experience. Time is also an important element when it comes to acceptance. A study revealed that nurses in the intensive care unit were more accepting of the EHR system at twelve (12) months compared to three (3) months after EHR implementation \[[@bib9]\].

The integration of information technology innovations in healthcare does not only bring benefits to the organization. Sometimes, a change in the status quo could also usher in disruptive change on the negative side. Though nurses perceived the retrievability of data as one of the strengths of the electronic medical record, other nurses observed the lack of relevance in documentation as one of the barriers \[[@bib10]\]. A field study of hospitals in Saudi Arabia highlighted six (6) main categories of barriers to the implementation of health information systems: human, professional, technical, organizational, financial, and legal or regulatory barriers. Of the six identified main categories, human and financial barriers are the two prominent categories of barriers to successful EMR implementation \[[@bib11]\]. Before deploying any EMR system, the implementing institution must assess the readiness of its personnel and the impact the system will have in the different healthcare professionals. If the overall cost of EMR deployment is burdensome for the organization, if it does not have the determination and concrete policies on deploying an EMR system, or if it does not have the technical capabilities to implement the system, it is unlikely that the organization would deploy an EMR system. Due diligence must be exercised to make sure the chosen EMR system adheres to laws and implementing rules and regulations of a particular state or country. No matter how advanced the EMR system is, if it does not follow legal or regulatory requirements, the implementing institution may choose to delay deployment of an EMR system, or make the necessary modifications to the system - that could cost more.

Gathering feedback from users of health information systems is a crucial part of health information technology implementation. The integration of electronic medical records in the workflow of nurses may cause disturbance in daily routine. It is imperative that nurses be included in the design of health information systems since nurses form bulk of the clinical personnel in the hospital, and any disruption in the nursing workflow could ultimately affect individualized care and patient safety. It has been shown that the implementation of health information systems has a negative impact on nurses when the system is not adequately designed. Nurses should be involved in software design aspect so that the core and intricacy of nursing does not disappear in the system architecture \[[@bib12],[@bib13]\].

To highlight the importance of gathering feedbacks from or including nurses in the software development process, a technology company in Hong Kong devised an electronic nursing information system for use by nurses in the operating theater. The information system was designed using free and open source software components. This means the source code is readily available, and can have features extended based on the needs of nurses. The operating theater information system utilized *Joomla* as the content management system (CMS). The Joomla system designed used MySQL for database management, PHP as web application programming language, and Linux as operating system. The main objective of the electronic nursing information system is to eliminate human error in documenting instrument count related to illegible handwriting or records that are unaccounted for \[[@bib14]\]. This nursing information system deployment clearly illustrates the potential of CMSs to enhance nursing clinical workflow.

2. Data-information-knowledge-wisdom Continuum {#sec2}
==============================================

Information management forms a vital part of the nursing workflow. Even before the introduction of health information technology innovations, such as the electronic medical records, nurses have been keeping record of care rendered to patients, clinical assessments, procedures done and medications administered through chart entries. A summary of patient care can also be found in the nursing kardex which is a tool used by nurses to condense healthcare information necessary for patient care. The need to organize and synthesize data to produce relevant information or knowledge is crucial in the nurse's decision making process.

The Data-Information-Knowledge-Wisdom (DIKW) Continuum is a concept of synthesizing data to have meaningful information to produce the knowledge necessary to have the right wisdom to make informed clinical decisions with regards to patient care. Data is the most fundamental and discrete element of the DIKW model, and is produced either through manual or automated methods of observation. Information happens when meaning is attached to organized and processed data, and is created by integrating various data points to form a meaningful depiction of the situation. When information is further organized and processed, knowledge is produced. Knowledge is a body of meaningful information composed of discrete data so that relations and interactions are defined and operationalized, and is generally influenced by assumptions and norms of a particular field of practice. When the nurse has the sufficient knowledgebase, the nurse can now use this knowledge in making clinical decisions with regards to patient care. Wisdom is the utilization of the knowledge acquired from meaningful information to clinical judgment, and is related to the nurse's capacity to make informed clinical judgment based on the knowledge the nurse has accumulated \[[@bib15], [@bib16], [@bib17]\] (see [Fig. 1](#fig1){ref-type="fig"}).Fig. 1The Data-Information-Knowledge-Wisdom model.Fig. 1

One of the important features of most electronic medical records is the ability to layout patient care summary based on information stored in the database. Assessment data, such as blood pressure, heart rate and temperature, can be further combined with medication administration data, such as the medication name and dosage, to build information and knowledge on how an individual patient's body would react to a particular drug at a specified dose. This could then aid the physician in developing wisdom on how to manage the patient's blood pressure on an individualized basis. For nurses, this could provide wisdom to reinforce the need for evaluating the patient before and after intervention, since even though the blood pressure and heart rate can be affected by anti-hypertensive medications, the nurse must first assess whether changes in heart rate from baseline could have been caused by an increase in body temperature \[[@bib18],[@bib19]\].

The patient care summary is generally an electronic template where needed patient information is summarized. An electronic patient care summary is similar to the nursing kardex where nurses can browse through patient information without having to go through modules or sections of the health information system. Templating of patient care information or summary is a process of transforming data stored in the electronic medical record into relevant information or knowledge needed to provide quality nursing care. However, in order for the patient care summary template or module to be useful to nurses, the template and its content should be relevant to the workflow of nurses. If the summary does not provide enough cognitive support to nurses - as with templates designed solely for physicians, or if the layout is inadequate, inflexible and does not display evident information, or assist nurses encode information, the chances of the patient summary being used in actual clinical setting would be slim \[[@bib20]\].

Another area where nurses could benefit from electronic templating is shift reports or bedside rounds. The exchange of information from the ongoing to the incoming shift is vital in providing continuity of patient care. Reports should not be lengthy narratives, but be concise and should capture the overall patient condition - outlining relevant events that took place and plan of care. The Situation-Background-Assessment-Recommendation (SBAR) protocol is a format that nurses use to present information when conducting bedside rounds. Using this method, nurses are able to provide a more directed and efficient way of communication. With a standardized electronic template tailored for nursing workflow, there is reduction in time spent for change-of-shift reports, decreased end-of-shift overtime, and a more homogenized process of information exchange. There is also enhancement in the quality of information and fulfillment with the process among staff members. The use of electronic templating or information layout is an integral processes of synthesizing data from the EHR. Nurses working at the bedside are in a strategic position to influence change that could benefit hospital operations and clinical practice \[[@bib21],[@bib22]\].

The institution may decide to adopt an interdisciplinary or interdepartmental approach in preparing an electronic template module for patient care summary based on the available features of the electronic medical record. Although there may be variation on the type of patient care templating system for nurses and physicians, some informational needs of nurses overlap with that of physicians. Creating an information layout that will address both the concerns of nurses and physicians means there is conformity in the patient care summary and the overall direction of the plan of care. Examples of overlapping informational needs are brief history of present admission, plan for discharge, medication regimen and contemplated surgical intervention. Doing so may boost the consistency of data shared during change of shift, facilitate the formulation of mutuality, and promote communication among disciplines \[[@bib23]\].

3. Content management systems {#sec3}
=============================

Templating of patient care summary can be built as a module on the electronic medical record - either as custom built for the institution or shipped with the system using a predefined layout. A custom built solution is tailored to the specific needs of the organization, but may incur additional expense in planning, development, implementation, and future modifications. A patient care summary module integrated with the system would have a predefined layout, and may not allow customization based on identified needs of the hospital. This is where the CMS can be a solution to address nursing workflow.

CMSs are information technology systems that allow access, creation, modification and deletion of content based on established access roles. These systems also allow users to expand layout and functionality using plugin and theme architectures. A CMS has a more complex architecture than application frameworks that would allow non-programmers to design and build web applications without a solid background in coding. Applications built using CMSs, however, may not be that flexible, extensible or scalable than when using application frameworks (see [Fig. 2](#fig2){ref-type="fig"}).Fig. 2Content management system.Fig. 2

Of the various open source CMSs available, the three popular ones are *WordPress*, *Drupal* and *Joomla*. WordPress is the most popular CMS with the greatest install base, the highest number of searches in the Google search engine, and ranks high among CMS users when it comes to ease of use. Features and functionalities of WordPress-based applications can be extended using a variety of plugins available in the plugins directory. The presentation layout or template is also readily modifiable using themes in the theme directory \[[@bib24]\]. For nurse developers with knowledge in PHP Hypertext Preprocessor (PHP) - the programming language of WordPress - they can alter the functionality and template presentation of the web applications that they are building at the code level, giving them more flexibility and creativity in integrating feature-rich modules.

WordPress started as a blogging platform that eventually expanded into a fully featured CMS and application development platform, particularly for non-programmers. Being an open source project and with the ease of use and extensibility offered by the CMS through its theme and plugin architecture, the *Open Nursing Information System* or *Open-NIS* Project was created to promote the use of CMSs , specifically *WordPress* and WordPress-based CMSs, such as *ClassicPress*, in the field of healthcare technology innovation. By providing open standards on how content management systems can be applied in the context of health information technology, the Open-NIS Project aims to promote and inspire nurses to become developers of nursing workflow systems, and be part of addressing nursing workflow issues in their respective healthcare organizations \[[@bib25]\].

CMSs can be used in conjunction with electronic medical records. The CMSs can serve to augment functionalities of data handling to address nursing workflow efficiency, particularly those lacking in the electronic medical record system in terms of built-in features or customizability. Since the prominent function of an electronic health record system is to store data and make data available for retrieval and reporting, its purpose is to address the *data* section of the DIKW framework. CMSs could address the *information, knowledge* and *wisdom* sections of the model by storing and presenting information or data that has already been organized and synthesized by the nurse. This is analogous to how the nursing kardex was designed. The nursing kardex was not designed to replace nurse's notes, medication administration records or nursing care plans, nor is it part of the permanent record of the patient. Its main purpose is to augment nursing workflow by providing patient care summary that is relevant to how provision of care is done in a particular ward or unit \[[@bib26]\]. In the same way, electronic medical records may not fully address the needs of nurses for the synthesis and transmission of information that is aligned to how processes and procedures are done in the organization or in a particular unit. This is where the value of CMSs comes in. This has been shown outside the realm of healthcare information technology, such as libraries and research institutes that also utilize WordPress and Joomla in managing data internally \[[@bib27],[@bib28]\] (see [Fig. 3](#fig3){ref-type="fig"}).Fig. 3Content management and DIKW.Fig. 3

4. Nurse as a developer {#sec4}
=======================

Nurses, as part of the healthcare force, are users or consumers of healthcare information technology innovations. These innovations have been beneficial in making workflow as efficient as possible by digitizing the storage of data and providing ease in the retrieval and manipulation of needed healthcare information. It is also interesting to view nurses as developers of health technology innovations as well, not just users of healthcare systems. Being at the forefront of patient care, nurses are valuable assets in determining how organizations can improve efficiency in the workplace.

Though a background in programming may be required to develop complex modules for electronic medical record systems, the requirement for developing applications using CMSs is not that focused on programming itself but on theme and plugin architecture - specific to a particular CMS - that is needed to modify layout and functionalities. Knowledge in coding would definitely be beneficial since the nurse developer will be able to extend the functionalities to a much greater extent than if the nurse does not have sufficient knowledge in programming. The most important aspect is to collaborate with the information technology or IT department to review the application with regards to security, and compatibility or interoperability with deployed information technology systems.

The security of an application is crucial when designing health-related programs. Whether the application built by the nurse developer was done using programming skills or with the aid of a CMS or an application-building platform, it is imperative that security code review be done, either through manual or automated means. With manual security code review, the nurse developer needs to be knowledgeable in the programming language the application was written since the review would entail browsing through program source code to detect possible vulnerabilities. This is also true with automated code review since results from automated code review would still need manual examination of code snippets to verify whether the result is a false positive or false negative based on the code functionality and security measures taken in place \[[@bib29]\].

Data encryption is the process of obscuring plain text data using an encryption algorithm and key to encrypt information, and using the same key to decrypt the cipher text to present the actual data. Sensitive personal information must be encrypted. Thus, the nurse developer must programmatically devise encryption methods to protect healthcare-related data in case of a breach. In the Philippines, *Section 28* (*Guidelines for Technical Security Measures*) sub-section "*g*" of the Implementing Rules and Regulations of the *Data Privacy Act of 2012* states that personal data in storage and in transit must be encrypted \[[@bib30]\]. This is a concrete example of administrative and legislative measures in the Association of Southeast Asian Nations (ASEAN) region to protect personal information through data encryption.

An example of a healthcare application that nurses can delve into is undergraduate and graduate health education. A simple web application patterned from a blogging platform can serve as an electronic portfolio where faculty and professors would be able to follow through the student's progress from his blog entries. This is a basic usage of a CMS, but can have a huge impact in terms of determining student's understanding of the concepts being taught and skills acquired while in internship or residency, like health assessment, nursing care plans and relevant literature reviews \[[@bib31],[@bib32]\].

Another area of interest would be personal health records and self-management among patients with chronic conditions, such as diabetes and hypertension. Healthcare applications can be designed by nurses using CMSs that will address monitoring of patient's blood glucose levels and blood pressure, and the ability to connect with their primary health care physicians or nurse practitioners so the providers can be alerted as well with abnormal fluctuations in glucose or blood pressure levels. However, there is a need to design personal health record systems based on identified and perceived needs, and attitude of individuals. Policies should also be in place to empower individuals so that better quality data can be obtained and improve the overall health literacy \[[@bib33]\].

Clinical decision support systems can be integrated in nursing healthcare applications, such as when designing a personal health record system for diabetic patients whose insulin coverage is based on a particular sliding scale set in place by the primary healthcare physician or diabetes specialist. The platform could serve as data repository for blood glucose levels and insulin coverage. The concept of clinical decision support for diabetic patients during office visits has been described \[[@bib34]\]. This same paradigm can be applied in a personal health record system where the physician and patient are seen as collaborators in promoting healthcare.

The area of healthcare application development for nurses is broad and an expanding realm, and is only limited by the nurse developer's imagination. Nurses have problems and concerns in the workplace specific to efficiency in workflow. Nurses have the power to be problem solvers themselves and become nurse developers who can address these needs, using CMSs, as forefront healthcare providers.

5. Conclusion {#sec5}
=============

Nurses are at the frontline of healthcare delivery service. They encounter varying and numerous workflow problems on a daily basis. They can become excellent healthcare innovators to address potential problems in their routine by adopting available and appropriate technology resources. By expanding their skillset into CMSs and information technology development as a whole, nurses have at their disposal a wide array of tools to build modern technological solutions to address difficulties that could affect patient care or nursing workflow. However, with the availability of technological tools, nurse developers should be knowledgeable and responsible on how to properly integrate or implement these advancements into their current information technology systems, in coordination with the information technology department. This collaboration would make sure the health information technology solution uses appropriate technologies to capture needed healthcare information.

Nurse developers can also work independently to build application platforms or software-as-a-service infrastructures to improve the quality of patient care and nursing service. Being an independent creator of health information technology solutions, the use of CMSs would allow rapid application development to achieve a minimum viable product needed to test whether the innovative idea is sound and feasible. CMSss and low or no-code application development platforms are widely available for nurse developers who are interested in developing database-driven applications. However, the nurse developer must still be able to examine the application at the programming code level, particularly during security code review, to show credibility and elicit confidence from users. Nurse developers should be mindful when handling patient or user information by adhering to information technology best practices, such as security code review and data encryption of sensitive personal information - whether in storage or in transit, to protect healthcare data.
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